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Here are some tips and best practices to follow to prevent you from becoming a victim of cybercrime. 
 

Malicious Email Links & Attachments 
Two common methods cyber criminals use to hack into people's computers is to send them emails with 
malicious links or attachments.  People are tricked into opening these links or attachments because they 
appear to come from someone or somewhere they are familiar with and trust. 
 

 If you click on a link, you may be taken to a site that attempts to harvest your information or tries to 
hack into your computer. 

 

 Opening an attachment may give a criminal remote access or encrypt your computer.  Only click on 
links or open attachments from a known source that you are expecting. 

 

 If you are not sure about an email, never forward it to another user in order to confirm it is 
legitimate.  Call the sender on the phone to verbally confirm they are the ones that sent it. 

 

Phishing 
Phishing is a fraudulent process used by spammers to acquire sensitive information from users such as 
usernames, passwords, and credit card details. 
 

Email recipients are often deceived by phishing attempts since messages appear to be sent by legitimate and 
trustworthy sources.  Users are directed to a fake website and asked to enter private information. In the event 
that you receive a message fitting this description, close the message immediately and report it as spam. 
 

Tech support scams.  USD259 does not have a contract with Microsoft or any other vendor that would call you 
directly or send a pop-up to your computer regarding infected files or other malicious software.  If you get one 
of these pop-ups, then your computer may be infected with adware or other potentially unwanted 
program.  You should contact your STS or the Help Desk for assistance in its removal.  If you receive a phone 
call regarding this issue your best option is to hang-up.  Microsoft never makes unsolicited support calls. 
 

Preventive Steps and Defensive Systems 
Email continues to be one of the top methods cyber criminals use to attack organizations across the world.  
These attacks are a multi-billion dollar industry that threatens USD259 daily.  To help protect the district from 
these attacks, we have implemented several tools that use cutting edge defensive technologies.  These 
technologies may have an impact on your day-to-day email activity, and they include: 
 

 Advanced attachment behavioral analysis has been implement which is the latest and most effective 
method to protect against ransomware, viruses, and other malicious software.  This can result in 
attachment delivery being delayed by 7 – 10 minutes from when it is sent. 

 

 Outbound email to the Internet has been restricted to 100 outside recipients per hour to prevent 
infected systems from negatively effecting the districts electronic reputation.  This helps ensure the 
delivery of everyone’s email since the majority of companies only accept email from organizations with 
a good electronic reputation.  If you need an exception to this, please contact the helpdesk. 

 

 Links/URLs in high risk emails will not be clickable and will require you to copy and paste the link into a 
web browser.  This is designed to help prevent phishing schemes from being successful.  If a link will 
not click, you need to be absolutely sure you requested the link before copying it into a web browser.  
Legitimate USD259 emails will never require you to copy and paste a link into a web browser. 


